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God is in the Small Stuff
and it all matters

ARLeadership is an
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Chapter 11

I Chapter Objectives

@ |dentify several ethical issues

@ Identify several types of security
management strategies and defenses.
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A Being a-good
exampleis better
than giving good
advice

A There are born
leaders and there
are leaders who
are made. And
then there arte
those who become
leaders out of
necessity

A Empowering is
more-than
delegating

A Have the courage
to hold people
accountable

A Associate with
leaders as often as
you can
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Small Stuff (cont.)

A An exceptional leader
is one-who gets
average people to do
superior work
If you want to lead,
read

A Use your influence
sparingly. It will last
longer

ISecurity and Ethical Challenges

A When you find a
|leader, follow

A When you identify a
follower, lead

A Be available to take
someoneos
emergency
Power begins to
corrupt the moment
you begin to seek it

Employment @

Health

Individuality

. Privacy

Crime

Working
Conditions
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Small Stuff (cont.)

A A signpost like a peer, only warns you

about the road-ahead.-But a map, like a
mentaor can show you how to get where
you want to go

A Find a mentor
A Managing people begins with caring for

them

A One of the sobering characteristics of

leadership is that leaders are judged to a
greater than followers.

Chapter 11
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IT Security in the 215t Century

A Increasing the Reliability. of Systems.

The objective relating to reliability is to use
tolerance - to keep the information: systems:
working, even if some parts fail.

Intelligent Systems for Early Detection.

Detecting intrusion in its beginning is extremely
important, especially for classified information and
financial data.

Intelligent Systems in Auditing.

Intelligent systems are used to enhance the task
of IS auditing.

Chapter 11

IT Security in the 215t Century (cont.)

Artificial Intelligence in Biometrics.

Expert systems, neural computing, voice recognition, and
fuzzy logic can be used to enhance the capabilities: of
several biometric systems.

Expert Systems for Diagnosis, Prognosis, and Disaster
Planning. Expert systems can be used to diagnose
troubles in computer systems and to suggest solutions.

Smart Cards . Smart card technology can be used to
protect PCs on LANSs. -- Example

Fighting Hackers.  Several new products are available for
fighting hackers.

ICommon Hacking Tactics

A War Dialing

A Denial of Service

A Scans A Logic Bombs
A Sniffer Programs A Buffer Overflow
A Spoofing A Password Crackers

A Trojan Horse
A Back Doors
A Malicious Applets

A Social Engineering
A Dumpster Driving

I Computer Crime
. Cyber
Hacking Theft
Computer
Viruses
Unauthorized f
Use at work LS
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ISecurity Management of e-Business IOther e-Business Security Measures
. . Security Backup
Encryption Fire Walls Codes Files
Virus
Defenses
Denial of Service Monitor Security Biometric
Defenses E-mail Monitors Security Controls
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Change

Portfolio Career- - I Handy
Telecommuting

Smart Work 1 80%
cerebral/20%manual

A Virtual Corporations
A Intellectual Capital

Ethics

Where does work end and
private life begin?
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I Ethical Considerations National Security

A Ethical Principles A Standard of Conduct

T Proportiona”ty i Act with integrity LLoss of individual pr|VaCy
" I Protect the privacy and .
i Infor.med Consent confidentiality of Wiretaps
1 Justice information Library Example
T Minimized Risk i Do not misrepresent or _ : ~
withhold information Ri g htos at Wo r k

Do not misuse resources
Do not exploit weakness
of systems

Set high standards
Advance the health and
welfare of general public
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Case: Cyber Crime

A On Feb.6, 2000 - the biggest:  EC sites were - hitby
cyber crime -

Lessons Learned from the Case

Information resources that include computers, networks,
rograms, and data are vulnerable to unforeseen attacks.
A Yahoo!, eBay, Amazon.com, E*Trade prog

A The attacker(s) used a‘method called denial of
service (DOS).
A Clog a system by hammering a Web site & equipment
with too many requests for information
A The total damage worldwide was estimated at $5
10 billion (U.S.).
A The alleged attacker, from the Philippines, was not
prosecuted because he did not break any law in the
Philippines.

Many countries do not have sufficient laws to deal with
computer criminals.

Protection of networked systems can be a complex issue.

A Attackers can zero on a single company, or can attack
many companies, without discrimination.

A Attackers use different attack methods.

Although variations of the attack methods are known, the
defence against them is difficult and/or expensive.
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